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1 Introduction

FareXpert is composed of a set of modules, each of them addresses a specific fare filing need.
Together these modules form one of the most complete and flexible fare filing solutions available
in the market and ensure that you benefit from an impressive set of advantages.
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2 FAQ - Troubleshooting

2.1 Has my user been created?
If you have received the following email from fnd@amadeus.com

dMADEUS

Your technology partner

New Password Request

Dear Lorenzo M- T TWT RN
Your user has been successfully created. You can see below your user information:

Organization: 1A
UserID: LEmi=dn
Login: Ml ls "
Office: NCE1A0955
Sign: 92705S

To activate your account please select a password by connecting to one of the secures URL below according to your network access:

If you have an internet acccess, please use the following link
https:/www.security.test-service.amadeus.con/1ASIHL SS/reset/resetpassword 2IMode=U & IOrganization=1A&[UserID=LORENZO&IL ogin=LORENZ(

If you have an intranet access, please use the following link
s://www.security.test-service.amadeus.com/1 ASIHL SS/reset/resetpassword?2IMode=Ué&IOrganization=1A&IUserID=LORENZO&IL ogin=LORENZ(

Once your account is activated, please wait two hours before accessing your new applications.

Then yes, your account has been created. You simply have to activate it by clicking on the URL.

If you deleted the email, or you haven't received it, click on the “forgot password” link, ask for
password reset in production and follow the steps to activate your account.

Login

Sign in with your Amadeus FareXpert credentials:

Language English Iz‘
Login LOREMNZO
Office ID NCE1A0955]
Password

Foragi your password?
Cha password
[F] Remember me
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2.2 I have lost my password, what can I do?

Click on the forgot password link

Login

Sign in with your Amadeus FareXpert credentials:

Language English Iz‘
Login LOREMNZO
Office ID MCE1A0955|
Password
Foragi your password?

Cha password
[F] Remember me

You will have to choose the password and activate it by email.

Amadeus

_ ew Password Request

‘fou are about to change password in: TEST (PDT)

Identification
Mode: Login + Organization
Login: LORENZO

Organization:

New password
New Passworg: [ |
Confimaton: [ |

Remember to specify Login + Organization option in the Mode dropdown list

Identification

Mode: User + Organization |w

User Id: User + Organization
U 03 73
Organization: Sign m

FareXpert FAQ - Troubleshooting
Last update: 06/12/2019
Page 5 of 22 amadeus.com



© 2019 Amadeus IT Group SA

CONFIDENTIAL & RESTRICTED

dMAaDEUS

2.3 My password has expired, how do I change it?

If your password has expired you can change it by clicking on Change password

Login

Sign in with your Amadeus FareXpert credentials:
Language English [=]
Login

Office ID

Password

Forgot your password?
Change password

[F] Remember me

A self-explanatory page will allow you to change your password

Login

Please enter your credentials to change your password:

Login LORENZO
Office ID MNCE1A0955
Old Password | ===

MNew Password | ***

New Password
(repeated)

2.4 Why cannot I access any application?

If the links on the FareXpert welcome page do not open the respective application ensure you have
downloaded all the necessary java files by checking the presence of the FareXpert icon in your
notification area:

Please remember that FareXpert still relies on Java, so ensure your browser downloads and opens
correctly the jnlp files. Please check the next chapter depending on your browser.
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2.5 Whatis the One Time Password?

When you are proposed to input a one-time password

FareXpert dMAaDEUS
The Amadeus Filing Platform Your technology partner
Login Welcome

This computer is not yet authorized to launch FareXpert. Please enter the One Time
Password you should have received by email or SMS:

One Time Password

Go check the mailbox associated to your account, you should have received an email similar to the
following:

Dear JOHN DOE ,
Your request to obtain a temporary password has been taken into account.

You have to enter the following temporary password in the login panel of your Amadeus product within 15 minutes to
finalize the login process:

YRACNZ

If you have not been prompted to enter a temporary password, please contact your Help Desk.

Best regards,
The Amadeus Security Team

dMaDEUS

Input the received password in FareXpert to continue with your login.
You will be asked to enter a one-time password every time you connect to FareXpert:

from a new computer
with a new browser
after having cleaned your browser cache
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FareXpert supports the 3 major browsers: Google Chrome, Mozilla Firefox and Internet Explorer.
However each of them has its own specificities. If you have any issue with any of the procedures,
you should first contact your local IT support to get assistance, as it's a standard manipulation.

If you use Internet Explorer, you will need to associate the .jnlp files with Java Web Start.

To do so, open Internet Explorer and open the Internet Options. Then click on the Set programs

button in Programs tab.

Internet Options ‘_ M

| General [ security [ Privacy | content | Connections | Programs | Advanced

Default web browser

fe Internet Explorer is not currently the Make default
C

default web browser.
[] Tell me if Internet Explorer is not the default web browser.

Manage add-ons

A Enable or disable browser add-ons
J E installed in your system.

Manage add-ons

HTML editing
9 Choose the program that you want Internet Explorer to use for
&7 eciting HTML fles.

HTML editor: [Microsoft word

Internet programs

L. 7| Choose the programs you want to use
for other Internet services, such as

e-mail.

Then select “Associate a file type or protocol with a program”
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ENFGY ™

o9 [ SorchComrionet 9]

Choose the programs that Windows uses by default

.° Set your default programs
Maske & program the default for all file types and protocols #t can open.

'?:—' Associate a file type or protocol with a program

Make a file type or protocol (such as . mp3 or http//) always open in a specific program.

EB Change AutoPlay settings
Play CDs or other media automatically

‘0 Set program access and computer defaults
Control access to certain prog: and set defaults for this

P

Then, set up Java Web Start as the program associated with the .jnlp extension.

Associate a file type or protocol with a specific program

Click on an

to view the program that

"¢ | Java(TM) Web Start Launcher
.é.’ Oracle Corporation

ly opens it by default. To change the default program, click Change program.

Change program...

Name . Description
] jar JAR File

Current Default
7-Zip File Manager

= IDEG image
. Jnlp JNLP File Java(TM) Web Start Launcher

|

Gurnal Docum Windows Journal
] job Task Scheduler Task Object

= s

Unknown application

L laaALEOD AN T i

-

3

If you use Google Chrome you will need first to associate the .jnlp extension with Java Web Start

as you would do for Internet Explorer.

However, when you start FareXpert, Chrome will not automatically launch Java Web Start, you have

to click on “Keep” to start the Java download:
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and then click on the downloaded INLP file to launch it:

-
© Feopot - The Amadeu: x b

— C  § nttps//www.farexpertamadeus.com t/¥menu

EsbAsRNG COMMENICAlon with desiaop dient

FareXpert
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x
WeKOMS J BEIEE TRL T W
SBEN|FAQ|Contacts | Detug | Logout

Negotiated Fares

Manage your negolialed

iract

Facllitation L C

Define your areas, vendor kst

S2012.2073 Arvedesn IT Dwup 5 A Al ngtt reserves

I ¢ farmpent O)plp |

If you use Firefox, you need to associate the .jnlp extension with Java Web Start within the browser

options, as shown below:
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If you don’t manage to download the JNLP file, and get such warnings:
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I have some problems with Internet Explorer

Page~v Safetyv Tooks~ @~

@ FareXpert - The Amadeus Filing Platform M- v
%, To help protect your security, Intemet Explorer blocked this site from downloading files to your computer. Click here for options... x
& Establishing communication with desktop client x
FareXpert - o o
The Amadeus Filing Platform Ei3 EN |FAQ| Contacts | Debug | Logout

Negotiated Fares
Manage your negotiated contracts

Dynamic Fares Module
Manage your discount deals

Dynamic Fares

Facilitation
Define your areas, vendor list

m

il X X il
Dynamic Discounted Fares
Manage your discount deals

# Done

Try the following procedure:

box appears.

downloads”.
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From Internet Explorer, click Tools, and then click Internet Options. The Internet Options dialog

Click the Security tab. The Internet Options dialog box shows your security levels and zones.
Select the Internet zone, and then click Custom Level. The Security Settings dialog box appears.
Scroll down to Downloads, and then select the Enable option for “Automatic prompting for file
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T —

(2 [ R ¥ Security Settings - Internet

Zone

General | Security | privacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ & v O

Internet  Localintranet Trustedsites  Restricted
sites

Internet

This zone is for Internet websites,
except those listed in trusted and
restricted zones.

Sites

Security level for this zone

Custom
Custom settings.
-To change the settings, dick Custom level.
- To use the recommended settings, dlick Default level.

Enable Protected Mode (requires restarting Internet Explorer)

Settings

© Enable
© Prompt
(% Downloads

%
700700

R

goc@o
v
H

&
O
i

% Automatic prompting for file downloads

-amework setup

N

mn |

*Takes effect after you restart Internet Explorer

e letmich et ] (e ]
[ Resetal zones to defauitlevel | o ]
@  Some settings are managed by your system administrator.
o ) [cancel ) [ apply | S,
"0 | Contact Installation Guide Diaanostic Taol
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As you may notice the switch button inside the application preferences was removed.

To be able to switch filing Office Id you have to click on the switch button in the top-right corner of

the welcome page

FareXpert

The Amadeus Filing Piatform

Negotiated Fares

Facllitation

Manage your negotiated contracts

Rules

Dynamic Discounted Fares

Manage your discount deals

Fares and Routings

=

Define your areas, vendor kst

Mark-up and Distribution

Mark-up your fares

This will open a popup allowing you to switch Office Id.

2.9 What does “clear the Java cache” mean?

Office dentification
porate 10

Liadilier
sauriry, Clyirport

Whce Murmber

14

0 - Adrliree £
u| | NCE

FR

RWT

System Lses

Cancel

Sometimes the Amadeus help desk could ask you to clean the java cache in order to ameliorate the

investigation.

To do this there are two simple methods:

You need to click on “Start”, then on “Settings”, “Control Panel” and “Java”.

Or if on Windows 10, you can type “Control Panel” on the Windows Search box.

In the “Temporary Internet Files” box, you have a button named “Settings”. If you click on it, a
popup will appear. Click on “Delete Files” button, tick all the boxes and click OK several times to
apply and close all windows.
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Alternatively, if on a Windows version anterior to windows 10, you can click on the menu Start ,
then click on “Run...” and enter the following command: “javaws -uninstall”.

Run 2(x|

_ Tvpe the name of a program, Folder, docurment, ar

5 Internet resource, and Windows will open it For you.

Open: | jawaws -uninskall j

(a4 I Cancel | Browse. .. |

With Windows 7/ Windows 10 you can type the command directly in the search box of the start
menu

0 i) Filters \/
Best match

« | javaws -uninstall

=)y command

P javaws -uninstall

2.10 Never stopping running wheel?

Sometimes it may happen that the Awaiting connection wheel does never stop running, and the
applications are not clickable.
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I‘ M Establishing communication with desktop client... X L
YWEICOME Emne 24 {Office ID: | Switch )
ZI2EN|FAQ| Contacts | Debug | Logout

FareXpert

The Amadeus Filing Platform

o

7
Negotiated Fares Facilitation ‘ "y . g’
-
Manage your negotiated contracts Define your areas, vendor list... s - “‘
Rules Fares and Routings Geography Distribution
Rule Definition Fares Location Aggregates Vendor Aggregates
Distribution and Ticketing Addons Market Aggregates =
Rule Conditions Global Updates
Booking Code Exception Routing
Voluntary Changes and Refunds

In this case, check if Java started, and if you have a FareXpert icon in the tray area.

If Java didn‘t start and you don’t have any FareXpert icon, check the chapter of this document
about your browser’s specificities to make sure Java correctly starts when you log in.
If you have a FareXpert icon, just right click on it and then click on Reconnect.

This will force FareXpert to reconnect to the browser and should solve the issue. If it still doesn’t
help, select Exit to close the Java application, logout from the FareXpert login page in your browser
as well, and then try again to login.

2.11 Please remember to Logout

If you try to close the FareXpert window a confirmation popup will appear

E
& Confirm Navigation g

Please use logout button to close FareXpert.

Are you sure you want to leave this page?

E Leave this Page J [ Stay on this Page

To correctly disconnect from FareXpert you have to click on the logout button
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FareXpert

The Amadeus Filing Piatform

o
Nego s " Facllitation
Manag o od contracts =1 Define your areas, vendor list

This will bring you back to the login page and will close the java components (the icon in the
notification area disappears)

2.12 And ensure you effectively logged out

Sometimes it may happen that the FareXpert icon does not disappear when closing the FareXpert
windows.

In such case you have to manually close it: right click on the icon, click on exit and confirm your
choice:

Confirmation

Q Are you sure you want to leave FareXpert?

2.13 How to find the local log files?

In case of issue your support center could ask you for FareXpert logs. In this case please follow the
below steps to obtain these logs.

Note: for Citrix users, please refer to the dedicated section below.

2.13.1 Your "hidden files and folders" need to be "shown":

Open the Control Panel (On a Windows version anterior to windows 10, Start -> Settings ->
Control Panel. On Windows 10 you can type “Control Panel” on the Windows Search box )

1. Go to “Folder options” or “File Explorer Options” (if you do not find it, it is under the “Tools”
menu);

2. Click on the “View” tab;

3. Make sure that under “Files and Folders/Hidden files and folders”, the "Show hidden files and
folders" option is selected (see after);

FareXpert FAQ - Troubleshooting
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Folder Options

General Yiew | File T_l,lpesl Qffline Files
— Folder vi

‘You can set all of your folders to the same view.

Like Current Folder |

Advanced settings:
|- Filez and Folders
Dizplay comprezsed files and folders with altermate colar
Dizplay the full path in the address bar
Display the full path in title bar
(C7 Hidden files and folders
O Do not show hidden files and folders
(& Show hidden files and folders
[ Hide file extensions for known file types b
Hide protected operating system files (R ecommended]
[ Launch falder windaws in & separate process
(Z7 Managing pairs of Web pages and folders

»

(& Show and manage the pair as a single file j
Restore Defaults |
oK | Cancel | Lipply |

2.13.2 Search for the FareXpert log files:

1. Open a Windows Explorer (Start -> Programs -> Accessories -> Windows Explorer or File
Explorer on Windows 10)

2. Open the temporary files folder: it is enough to enter the %TMP% path in the windows explorer
address bar.

& Music A Neme ) Dete modied Type S -
Pt
; e i e e
." i aran 2. . L
1l I e—— - —
‘.‘CW« o '™ a Fr— - s - -
< s ) ‘ :Tr :
i .
@ SRECYCLEBIN
- - smm — " -
l 92 items

3. Scroll down until you find the FareXpert log files
4. Check the files mentioning dates coherent with your problem. Sorting them by modification date
could ease your research.

Organce v NOpen »  Priee  E-mal  Bun  Newfolder = 1 0
i~ Pictures 2 Neme - Dete Type Size Togs -
B videcs __ FaeaXpert Jog 30-7-2013 3hS3mnS68027 Jog 20/07/2013 20053 Tet Document 1258

u ’WJ-WMM”HBM N0T/2013 2054 Tet Document 1658

1 Computer ‘_\ |} FareXpert Jog _30-7-2013 ShSSmabstid.log ) Te Document 1268
& Amadens () ) FareXpert log_30-7-2013 ShS6med:S0log Yot Document KB
. Data () L FaceXpert_log 30-7-2013 3hS6mnS1253 Jog Tt Document 6KB

@ SPECYCLEBIN | FareXpert_Jiog _30-7-2013 SKSTmnlBsi0 Jog Text Document 6KB 18
,_(-).u - A st na _— " -
- FareXpert_Jog 30-7-2013_BhS3mn565927... Date modified: 30,/07/2013 2054 Date created 30/07/2013 2033
Tet Document Siee: 111 KB
—_— e —me—
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5. Attach the corresponding files to your PTR.

2.14 How can I provide the content of my console?
Support team can ask you to provide the content of your Java console.

1. Exit FareXpert or any other Java application
If on a Windows version anterior to windows 10, click on the menu Start > Settings > Control
Panel > Java to open the Java Control Panel

For Windows 10, click on Search/Configure Java to open the Java Control Panel

3. Go the "Advanced" tab
In the Java console, select Show console, and validate
5. Restart FareXpert. The Java console should automatically pop up:

|£] Java Console - Amadeus FareXp.. — O X

Java Web Start 11.151.2.12 %86 ~
Using JRE wersion 1.8.0_151-b12 Java HotSpot(TM) Client VM

User home directory = C:\Users\kleboeuf

c: clear console window

f: finalize objects on finalization queue

g: garbage collect

h: display this help message

m: print memory usage

o: trigger logging

p: reload proxy configuration

q: hide console

r: reload policy configuration

s: dump system and deployment properties

t:  dump thread list

v: dump thread stack

0-5: set trace level to <n=

____________________________________________________ “

< >
Clear Copy Close

6. Reproduce the error you are reporting
7. Copy/paste the content of the Java console into a Word or text file.
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2.15 Notes for Citrix users

Citrix users can’t have a direct access to their local log files and Java Web Start cache, thus a
special control has been implemented.

When launching FareXpert through Citrix, the following dialog should pop-up:

FareXpert Control

Copylogs

ClearCache

Cloze

The CopyLogs button allows copying the XML FareXpert logs to the user’s H drive, so that they can
be provided to Amadeus support for analysis.

The ClearCache button allows clearing the Java Web Start cache when requested to do so by
Amadeus support.

2.16 I have some issues with my Proxy

First, you should start the Diagnostic Tool, tick the Proxy checkbox, and then enter your
credentials.

If they are wrong, you will get an error at the Comet connection test.

|
Lo S o

Testing connectivity with FareXpert homepage...
0 The connectivity with FareXpert homepage is good.
Info: we managed to connect to http://www.farexpert.amadeus.com:80.

Testing secure connectivity with FareXpert homepage...
O The secure connectivity with FareXpert homepage is good.
Info: we managed to connect to https://www.farexpert.amadeus.com:443.

Testing Comet connection...
An error occurred while handshaking with the Comet server.

o

[ ] Advanced test (v| Proxy [ | Debug mode Generate report ” Start hest” Exit ]

Proxy credentials
User 'Jad_userl IPasword ==

FareXpert FAQ - Troubleshooting
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You should also make sure Java is correctly configured. In Java Control Panel, go to Network
settings:

e
|%| Java Control Panel . = v , 4y I l Search Control Panel

General | Update | Java | Security | Advanced|

3 About br off | View installed updates
View version information about Java Control Panel. blowtainctall

! Network Settings [
Network Settings a| | Use proxy settings from your default browser to connect to the Internet.

Network settings are used when making Internet connections. By default, Java will
1 use the network settings in your web browser. Only advanced users should modify
these settings. () Use proxy server

q Network Settings... Address: = Port: | Advanced...
Temporary Internet Files

Files you use in Java applications are stored in a special folder for quick execution
later. Only advanced users should delete files or modify these settings.

[ Settings... ][ View... ] Script location:

Bypass proxy server for local addresses

(©) Use automatic proxy configuration script

Javain the browser is enabled.  See the Security tab (©) Direct connection

Then you probably want to select the “Use browser settings” box. For advanced users, you can
also check with your local IT that can give you the proxy server address and port, and then use
the “Use proxy server” box, and fill in the information.

Note that if you enter bad credentials in FareXpert when asking for the proxy credentials, you will
get an error such as this one:

e A
Proxy configuration &J

A proxy was detected. Please enter your credentials.

User [bad_user] |

Password [====== l

Remember?&l Canoel|

An error occurred. Please check your credentials.

You won't be able to start FareXpert until you enter the correct credentials.
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2.17 How do I enable TLS 1.2 Protocol

To offer the safest possible environment, Amadeus migrated to TLS 1.2 cryptographic protocol.
This migration should be totally seamless as the vast majority of browsers supports this protocol
natively:

Browser

Microsoft Edge

Internet Explorer 11

Internet Explorer 9 and 10
Firefox 27 and higher

Firefox 23 to 26

Google Chrome 38 and higher
Google Chrome 22 to 37

Compatibility notes

Compatible by default

Compatible by default

Compatible in Windows 7 but must be enabled
Compatible by default

Compatible but must be enabled

Compatible by default

Compatible but must be enabled

Any other browser is not supported and will no longer allow connections to FareXpert.

TLS 1.2 is enabled by default on java 8 versions but needs to be manually activated on java 7
versions. In case TLS 1.2 is not enabled, following Java errors can occur when launching
FareXpert:

|#/| More Information

W
Error: Received fatal alert: protocol_version

Launch File | Exception|| Console

javax.net.ssl.SSLException: Received fatal alert: protocol_version -
at sun.seaurity.ssl. Alerts.getSSLException(Unknown Source) |
at sun, security. ssl. Alerts.getSSLException(Unknown Source)
at sun. security. ssl.SSLSocke timpl. recvAler t{Unknown Source)
at sun, security.ssl.SSLSocketImpl.readRecord (Unknown Source)
at sun. security. ssl.SSLSocketImpl. per formInitialHandshake (Unknown Source)
at sun, security. ssl.SSLSocketimpl. star tHandshake (Unknown Source) ba\'a:«net‘ssl.SSLHandshakeExce:tlm: Received fatal alert: handshake_failure
at sun,security. ssl. SSLSocketimpl. star tHandshake (Unknown Source) | at sun,security,ssl.Alerts.getSsLException(Unknown Source)
at sun.net.www.protocol. https. HttpsClient. afterConnect(Unknown Source) at sun i .Alerts.getSSLException(Unknown Source)
at sun.net.www.protocol. https. AbstractDelegateHttpsURL Connection. connect( .SSLSocketInpl.recvAlert(Unknown Source)

Unknown Source)

urce)

wn Source)

at sun.net.www.protocol. http.HttpURL Connection.getinputStream(Unknown So
at sun.net.www.protocol. https. HttpsURL ConnectionImpl.getinputStream(Unkno

at com. sun.deploy.net.HttpUtils. followRedirects(Unknown Source)
At com. sun.deolov.net. BasicHttnRenuest. doReausstil inknown Source)

.SSLsocketInpl, readRecord(Unknoun Source)

.$5LSocketInpl. performInitialHandshake(Unknoun Source)

y .SSLSocketInpl. startHandshake(Unknown Source)

at sun,security, ss1.SSLSocketInpl, startHandshake(Unknown Source)

at sun.net.waw.protocol . https.HttpsClient. afterConnect (Uncnoun Source)

at sun.net.waw.protocol https.AbstractDelegateHttpsURLConnection. connect (Unknoun Source)
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at sun.net.waw.protocol https. HttpsURLCannectionInpl. connect (Unknown Source)

at com.sun.deploy.net.BasichttpRequest.doRequest (Unknown Source)

at com.sun.deploy.net.BasicHttpRequest. doGetRequestEX(Unknown Source)

at com,sun.deploy. cache .ResourceProviderImpl. checkUpdateAvailable(Unknown Source)
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To solve this issue when using java 7, TLS 1.2 must be manually activated:

1. Exit FareXpert or any other Java application
For a Windows version prior to windows 10, click on the menu Start > Settings > Control Panel
> Java to open the Java Control Panel

For Windows 10, click on Search/Configure Java to open the Java Control Panel

3. Go the "Advanced" tab
Select all TLS versions on Advanced Security Settings and validate
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/Java Control Panel o] B ==
General | Java | Security | Advanced|
Check for signed code certificate revocation using
) Certificate Revocation Lists (CRLS)
") Online Certificate Status Protocol (OCSP)
© Both CRLs and OCSP
Perform TLS certificate revocation checks on
) Server certificate only
© Al certificates in the chain of trust
) Do not check (not recommended)
Check for TLS certificate revocation using
) Certificate Revocation Lists (CRLS)
) Online Certificate Status Protocol (OCSP)
© Both CRLs and OCSP
Advanced Security Settings
| Enable the operating system's restricted environment (native sandbox)
V| Use certificates and keys in browser keystore
[V] Enable blacklist revocation check
+[¥] Enable caching password for authentication
Use SSL 2.0 compatible Clienttello format
V] use TLS 1.0
V]useTis 1.1
V]useTLs 1.2
cellaneous
[ tore user settings in the roaming profile
| Place Java icon in system tray J
[] Suppress sponsor offers when installing or updating Java -~
< 1 »

5. Restart FareXpert. Error should be fixed
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